INTERNATIONAL ISO/IEC
STANDARD 9594-4

Sixth edition
2008-12-15

Interconnection
Procedures for di

Reference number
ISO/IEC 9594-4:2008(E)

1EC

© ISO/IEC 2008



ISO/IEC 9594-4:2008(E)

PDF disclaimer

This PDF file may contain embedded typefaces. In accordance with Adobe's licensing policy, this file may be printed or viewed but
shall not be edited unless the typefaces which are embedded are licensed to and installed on the computer performing the editing. In
downloading this file, parties accept therein the responsibility of not infringing Adobe's licensing policy. The ISO Central Secretariat
accepts no liability in this area.

Adobe is a trademark of Adobe Systems Incorporated.

Details of the software products used to create this PDF file can be found in the General Info relative to the file; the PDF-creation
parameters were optimized for printing. Every care has been taken to ensure that the file is suitable for use by ISO member bodies. In
the unlikely event that a problem relating to it is found, please inform the Central Secretariat at the address given below.

@%
Q

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2008

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or
ISO's member body in the country of the requester.

ISO copyright office
Case postale 56 ¢ CH-1211 Geneva 20
Tel. +412274901 11
Fax + 4122749 09 47
E-mail copyright@iso.org
Web www.iso.org
Published by ISO in 2009

Published in Switzerland

ii © ISO/IEC 2008 — All rights reserved



ISO/IEC 9594-4:2008(E)

CONTENTS
0= YT (o
11T (1ot o
S O I I R ] = (N A
1 00 = PP
2 LT 0= Y] = (= =S
2.1 Identica Recommendations | International Standards...........ooeeeerieeuiieenieeier e
A A © 1 0T= g (= 1= = (o=
3 [0 T T (PPN
3.1 Communication Model DefinitioNS........cviviiiiiiiiiiiiier e
3.2 Basic Directory DefinitionS. .......ooeuiiieuiiieiiieineeiieeeeseeeeeeeeeenseee e N e e e en e eaa e
3.3  Directory Model Definitions........ccuuiieeuiiieuiiieeeeneeenrereeeeeeee onnetens (g s e s Dgennseennsarnnssns
3.4  DSA Information Model definitions
35  Abstract Service definitioNS........vveuiiiiiieieiiiiciie g e e e e N e e e s e N sfernnsernnnans
3.6  Directory replication definitionS......c..cvueievinieeieeiineine e Koerne e N e N e e ey eennrarnnsernnnans
3.7 Distributed operation definitioNS ........ccuvievnieinieeiine e e ger e s D ee e e eV e reeneeeaeeeaanes
4 ADBDIeVIatioNS ....cvuiiie e e e
SECTION 2-OVERVIEW
5 Conventions
6 OVEIVIBW ..cvivieiceeeeieeeee e NG e
7
8 DSA Interactions Model

8.1
82
8.3
84
8.5

9
10

Reference Type
10.8  ACCESS POINt INfOMMBIION cvuuiirtieiie st s et r s e e e s e e s e e s e e e s e raesenaaennn
10.9 DIT Bridge KNOWIEAGE. .......ieeeeuieeeeene e et e e eee e e e ee e e e e e s e e e s e e eeen s s e eren s e eenena s eerenaeenes
10.10 EXCIUSIONS .. ttttuiiitnieetssesusesusessssesassesassessssessnsansassssassessssensssaesnssesnssennssennnsenssseesnnsennnsennn
10.11 ContinUatiON REFEIENCE .. uuuiiruiirie st e e s e s e e s er e s e s s e e s ernserrraseneennnsennn

11 [T a0 I 10 01 o 11T
8 Ot TR 19 1N 7o
N 2 10 12N U 3 oo

I O 1= T gT= o o= = (o
12,1 ChaiNed OPEraLIONS. . cuuieeuieenieeneeeeaeeesreea e e e s eea s aeeaaeaaseeaasaeeaseeansseennseennsannnsasenssennssennn
12.2  Chained ADandon OPEIatioN ..........oieeuieeiiee e e e e e e e e e e e e e e e e s e e s e en s e eeneennaeens
12.3 Chained operations and ProtOCOl VErSION. ........ueeuueruurieeuaeeueernreenaaesseeensseenseennaarensesnsseens

13 (O gT= T TS0 L= (] £
1 RC 20 T 1 011 o [T 1 o o
T 5 1S TN <1 |

© ISO/IEC 2008 — All rights reserved

O 0o ~N N O O O U WWWNNMNNDDN NPFPE PP PP

el
o o

e
[ SN

B R R R R R R R R R R R
WONNOOOOUADMNERRE

ol
© © ©

NDNDN B
= O O ©

NN
[ A A



ISO/IEC 9594-4:2008(E)

SECTION 5 —DISTRIBUTED PROCEDURES.........cccociiiiieieieese ettt

14

15

16

17

18

19

20

21
22

F gL o0 (1 1o o PP
14.1  SCOPE AN LIMILS coevuuiiiiiiiiieiiiieeeeeee e e e eet e s e e ee s s e eren s e eeera s s esren s s eseennseeseennseennennsenrnnnssanes
I o 0] 0
I B Ora g = o) U= 0 0o L= ST PP PPN
14.4  Individual and cooperative Operation Of DSAS ......uiviiiiiuiiieeiiee e eeriae e e e e s rena s e e een s e eeenneaees
14.5 Cooperative agreementS DEIWEEN DSAS.......uiiiiiiiiiieeriie e eeei s e e s e rrr s e e rrn s e sern s s eeeensaanes

Distributed DireCtory BEhAVIOUN .........iiiuiiiiic e e e ean
15.1 Cooperative fulfilment Of OPEratioNS......cuuiiiruiieie e e e s e aeaeean
15.2  Phases Of Operation PrOCESSING. . ..uuuierurrerurreruarernarerrarseresesarernssrreeesesrr e sersarsrsnesesnesenns
15.3 Managing Distributed OPerations. .........oceeeuurieeerueeeeere e e eer e e erea e e eren s e e eren s e e eren s e eerenaaeenes
IS S W o 7= | g o PP s NUURPPPTR
155 Other considerations for distributed operation
15.6 Authentication of Distributed Operations

The Operation DiSPalChEr.........iiiiee e e ere e e ernne e eenne s eee e Do e e e N eeees

16.1 GENEral CONCEPIS. .. eenuieeneeenieenieeneeenseeeneerneerneerenseesnserrnssesdoedagre e Neee e rees Dgenaenn
16.2 Procedures of the Operation DiSPatCher .......c...veeuieenirieeiieeireee e N e e e e Ner e N pfennerens
16.3 Overview Of ProCeAUIES...........veruiierieeeereeeeeneeeneeeeeeee e orne N Nr e N e e e e e\ reeenssennnaeens

Request Validation procedure
17.1  INrOAUCHION cevveieeeeieeeeeceiee e eeee e eee e erne e e e e e o
17.2 Procedure parameters
17.3 Procedure definition .........cooevevniieiece ONGeennnnn,

Name Resolution procedure........vvvreveereer e e ge o
18.1  INtroducCtion .....ccuveevieiiiiiii e N e e e

19.3 Multiple ent

Continuation Referen
20.1 Chaining strat
20.2 Issuing chainéd subrec
20.3 Procedure neters.
20.4 Definition of theyagocedur
20.5 Ahandorproc

7 R O g To T gt (o gr= 011 1< g1A or= 1 o] o [ PP
22.2  ReSUItS AULNENTTICAIION ...euuieeeeee et et et e e e e e e e e e e e e e e e e e e e e s e ea e e ean s e e e s ennneennnss

SECTION 6 — KNOWLEDGE ADMINISTRATION .....coiiiiiiieieiesie e s

23

24

Knowledge adminiStration OVEIVIEW ........iceuoiieieeeeen e eea e eeeaessseea e e ea e esa s e eeaseennseenasasenaennneeens
23.1 Maintenance of KNOWIEdge rEfErENCES. . ... iiu it e eaas
23.2 REQUESLING CrOSS FEfBIENCE. . evvuuieerrusieeeraeseerrasseeesasseeerasaseessaeeesasaeeesasaerennsarennnnseennnnn
23.3  KNOWIEAgE INCONSISIENCIES .vuuiiriiiiii et e it e st s st s e et e e e e s e e s e e s e e e e e e e e e s e e s e aan s enaaes
23.4  Knowledge references and CONEXIS .uuuiuuuiiiriiiireierinrereee e e e s sre s eae s e s s e s e e s e e s ernsennans

Hierarchical operational DiNiNGS........iveuiieriiiiie i r s s s e e s e e s eaneeraeaeenn
24.1 Operationa binding type CharaCteristiCS ....cuuuiiiriiieiiieiiie e e
24.2  Operational binding information object Class definition............cceuuiivieeii e
24.3 DSA procedures for hierarchical operational binding management............ooceuuivvieenineeeenneeeennns
P S (0ol o (N =] o0 /= = 1 o] PP

A XLEE 8

67
69
69
70
78

79

81
82
82

83

83
83

85
85

86
86
88
89
92

© ISO/IEC 2008 — All rights reserved



ISO/IEC 9594-4:2008(E)

Page

245 Use Of appliCation COMEXES .uuuiruiiiriiiireieresetsisees e s eras s e s s s s e s e s e s e se s e e s e e s e rnesenaesennnns 92

25 Non-specific hierarchical operational DiNAING. .........veeereiiiiii e e e 92
25.1 Operational binding type CharaCleriStiCS .....virermiiieeeie e e e 93

25.2  Operational binding information object class definition ...........cceueivieiiiinieie e 94

25.3 DSA procedures for non-specific hierarchical operational binding management ...............cceeeee. 94

254  ProcedureS fOr OPEIaLIONS ......ceuueeeeieeueeeareenaeea s ees s reeaeeeaseenasaeansaeanaaeennaeennsernnsaennsaennnns 96

25.5 Use Of apPliCation COMEEXES .....cuuuieeiierureeaeeeneeea e erssseea e eeaseen s eean s aeaaaaeenseennsernnaaennnaennnss 96
Annex A —ASN.1 for Distributed OPerationS. ......ccuuieeueeeiiee e eer e e e e r e e e e e e e e e eeaaeeensernaeeennaannns 97
Annex B — Example of distributed Nname reSOlULION. .........iiuiiiiiii i eas 100
Annex C — Distributed use of authentiCatioN..........ccuvrruiniiiiiriirii e e e 102
C.l  SUMMEIY ceuiiuieerirrerrensrnasrsssrnssnnsessenssenssrssssnsesssesnsrnnsrnssrnsernsegderNuernssesseesNereensennrensennns 102

C.2 Distributed protection MO .......cocviiieiiiiiiiiriireee e NN e e N e e e reennsennnns 102

C.3  Signed chained Operations.........occeeurveeeenreeeerneeereenereeeeneeeee e Ne e e e N N e e N e s N e e e e s rerennns 102

C.4  Encrypted chained OperationS.......c..vveeeennreemennrerennereee e N e N e g e e s Do e Lo rnnnseerennns 104

C.5 Signed and encrypted distributed operations 106
Annex D — Specification of hierarchical and non-specific hierarchical <qper 108
Annex E — Knowledge maintenance example .............ceueeeee. 110
Annex F — Amendments and corrigenda..........cccoeeuueeennnnnne. 113

s

© ISO/IEC 2008 — All rights reserved \"



ISO/IEC 9594-4:2008(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Standards adopted by the joint technical committee are circulated to national bodi voting, Pdblication as
an International Standard requires approval by at least 75 % of the natigriabhodie ti

revised.

ISO/IEC 9594 consists of the fo
Interconnection — The Directo

— Part 1: Overview of @
— Part 2: Models
— Part 3: Abstract g
— Part 5: Protocol specifications
— Part 6: Selected attribute types

— Part 7: Selected object classes

— Part 8: Public-key and attribute certificate frameworks
— Part 9: Replication

— Part 10: Use of systems management for administration of the Directory

Vi © ISO/IEC 2008 — All rights reserved



ISO/IEC 9594-4:2008(E)

Introduction

This Recommendation | International Standard, together with other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information that they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application entities, people, terminals
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing
systems:

—  from different manufacturers;

— under different managements;
— of different levels of complexity; and
—  of different ages.

This Recommendation | International Standard specifies the procedures K
Directory interwork in order to provide a consistent serviceto its users,

ASN.1 information objeet classes introduced in this Directory Specification.

e

Annex E, which is not an integral part of this Recommendation | International Standard, illustrates knowledge
maintenance.

Annex F, which is not an integral part of this Recommendation | International Standard, lists the amendments and defect
reports that have been incorporated to form this edition of this Recommendation | International Standard.

© ISO/IEC 2008 — All rights reserved Vii
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

I nformation technology — Open Systems I nter connection —
The Directory: Proceduresfor distributed operation

SECTION 1 -GENERAL

1 Scope

2 Nor mative refer ences

constitute provisions of this Recommendation | Inte
were valid. All Recommendations and Standard

edition of the Recommendations and Standards |i's
valid International Standards. The i
valid ITU-T Recommendations.

— ITU-T Recormendation X.511 (2008) | ISO/IEC 9594-3:2008, Information technology — Open Systems
Interconnection — The Directory: Abstract service definition.

— ITU-T Recommendation X.519 (2008) | ISO/IEC 9594-5:2008, Information technology — Open Systems
Interconnection — The Directory: Protocol specifications.

— ITU-T Recommendation X.520 (2008) | ISO/IEC 9594-6:2008, Information technology — Open Systems
Interconnection — The Directory: Selected attribute types.

— ITU-T Recommendation X.521 (2008) | | SO/IEC 9594-7:2008, |nformation technology — Open Systems
Interconnection — The Directory: Selected object classes.

— ITU-T Recommendation X.525 (2008) | | SO/IEC 9594-9:2008, Information technology — Open Systems
Inter connection — The Directory: Replication.

— ITU-T Recommendation X.530 (2008) | ISO/IEC 9594-10:2008, Information technology — Open Systems
Interconnection — The Directory: Use of systems management for administration of the Directory.

— ITU-T Recommendation X.680 (2008) | ISO/IEC 8824-1:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Specification of basic notation.

ITU-T Rec. X.518 (11/2008) 1
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— ITU-T Recommendation X.681 (2008) | ISO/IEC 8824-2:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Information object specification.

— ITU-T Recommendation X.682 (2008) | ISO/IEC 8824-3:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Constraint specification.

— ITU-T Recommendation X.683 (2008) | ISO/IEC 8824-4:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Parameterization of ASN.1 specifications.
2.2 Other references
— |ETF RFC 4510 (2006), Lightweight Directory Access Protocol (LDAP): Technical Specification Road

Map.
— |ETF RFC 4511 (2006), Lightweight Directory Access Protocol (LDAP): The protocol.
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